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V/v phong ngra, phat hién va img pho ma doc
Valley RAT lay nhiém trong hé thong thong tin
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- MTTQ va cac doan thé cép tinh;
- Cac don vi Trung uwong dong trén dia ban tinh;
- Bang uy, UBND céc x4, phuong trong tinh.

Qua cong tac bao dam an toan thong tin, Cong an tinh phat hién thoi gian
gan day, hoat dong phéan tan ma doc qua mang xa hoi (Facebook, Zalo, Telegram)
dién bién phirc tap, tinh vi va hudng dén céc co quan, don vi trong hé thdng chinh
tri. P6i tuong tin cong thuong gia mao ngudi quen, gui tép tin dinh kém hodc
duong dan chita ma doc, du ngudi dung kich hoat hodc gui cac tap tin ma doc
dugc dat tén dudi dang tai liéu tham khao vao cac nhém chung nhiéu thanh vién.
Khi nan nhan m& té€p hoac truy cap lién két, thiét bi bi chiém quyén diéu khién,
danh cap thong tin ding nhép, dit liéu ca nhan, tai khoan ngan hang hogc truy cép
trai phép vao hé théng mang nodi bo cua co quan, don Vvi.

Cu thé, Céng an tinh di phét hién tinh trang 1y nhiém ma ddc qua cac
nhém Zalo chung vé chuyén déi sb, hoc tap nghi quyét, huéng dan nghiép vu.
DPoi tuong dit tén tap tin ma doc dudi dang tai liéu tham khao nhu “DU THAO
NGHI QUYET PAI HOLrar”, “CONG VAN PANH GIA HOAT DPONG
DANG.rar”, “BAO CAO TAI CHINH.rar’, “THANH TOAN BAO HIEM
DOANH NGHIEP.rar’, “CONG VAN HOA TOC CUA CHINH PHU.rar”,
“MAU GIAY UY QUYEN.rar”, “HO TRQ KE KHAI THUE.rar”, “BIEN BAN
BAO CAO QUY Illrar”. Qua phén tich, day 1a dang ma doc Valley RAT, 1a mét
loai Remote Access Trojan (RAT) dugc phat hién d4u nim 2023, chu yéu tan
cong nguoi dung qua cac chién dich phishing (lira nan nhan tai tai liéu moi nhtr
c6 chira ma ddc). Muc dich cua Valley RAT la gidm sat va kiém soat hé théng bi
nhidm, tir d6 tai thém céc plugin doc hai khac dé gay hai sau hon, danh cip thong
tin, dit liéu cd nhan. Pay la ma doc da giai doan va da thanh phan, c6 kha ning
tranh bi phét hién bing cach tai cac thanh phan theo timg giai doan. Sau d6, ma
doc c6 thé chiém quyén cac tai khoan mang xa hdi cia ngudi dung va gui tap tin
ma doc dén cac nhém mang xa hoi ma ngudi dung tham gia dé 1ay nhiém.
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Pé tang cwong phong chong ma dic, dim bio an toan thong tin, Cong
an tinh dé nghi cdic don vi trién khai nghiém tuc cac ni dung sau:

1. Tang cudng tuyén truyén, nang cao nhan thitc cho cén bo, cong chuec,

‘ vién chic, ngudi lao dong vé nguy co ma doc phat tan qua mang xa hoi: Khong

1 mo, tai hodc giai nén céc tap tin, duong dan la dugc giri qua Zalo, Facebook,

‘ Telegram, email, dac biét cac tip tin la co6 dudi “.exe”, “.scr”, “.bat”, “.cmd,

| “.dll”; khong tai phan mém, tai liéu, cong cu “crack” tur cac trang web khong rd

ngudn goc; kiém tra k§ tén mién, duong dan; khong dang nhap tai khoan co quan
trén céc trang web khong chinh thong; khong luu mat khau trén trinh duyét dé
dang nhép tu dong...

2. Thuc hién kiém tra, quét ma doc dinh ky trén may tinh, may chu béng
phan mém diét virus c6 ban quyén. Thuong xuyén cap nhat ban va bao mat cho
hé diéu hanh, trinh duyét, bo Office va phan mém lam viéc.
| 3. Kiém tra, quét virus cac thiét bi ngoai vi (USB, 6 ctimg di dong...) trudc

khi két noi. Téat tinh nang tu dong chay (Autorun) trén may tinh dé ngan ma doc

‘ lay qua USB.

4. Ra soét trong hé théng thong tin cac tap tin nghi ngd ma doc ndi trén.
Khi phat hién su cd lay nhiém ma doc tai don vi, dé nghi cach ly may tinh bi
nhiém, ngat két néi Internet, bdo céo tinh trang cu thé vé Cong an tinh (qua
Phong An ninh mang va phong, chong toi pham str dung cong nghé cao) dé dugc
hd trg. Trién khai quét toan bod hé thong bang phan mém bao mat cap nhat mai
nhat (EDR/XDR) c6 kha nang phat hién va diét ma doc an trong bd nhd va cac
driver doc hai. Cac phan mém diét virus khuyén nghi déi v6i ma doc Valley
RAT: Avast ban mién phi, AVG ban mién phi, Bitdefender ban mién phi,
Windows Defender ban cap nhat mai nhat. Phan mém diét virus Kaspersky ban

1 mién phi chua phat hién dugc ma doc nay.

Cong an tinh phan cong dong chi Trung uy Nguyén Tuidn Anh, Phong An
ninh mang va phong chdng toi pham sur dung cong nghé cao, Cong an tinh (SDT:
089.863.4198) lam dau mbi lién hé trao do6i, phdi hop.

Coéng an tinh trao ddi dé cac don vi thuc hién./.2¢
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