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Thanh Hod, ngay 06 thang 3 nam 2020

KE HOACH
Thue hién cong tiac b.lo dam an toan, an ninh thong tin mang phuc vu
Dai hgi Dang cac cap va Dai hoi Dai biéu Dang bd tinh lin thir XIX,
nhi¢m ky 2020 - 2025

Thuce hién Chl thi s6 35-CT/TW ngay 30/5/2019 cua B Chinh tri vé dai
hot dang bo cac Cap tién t6i Pai hoi dai biéu toan L]LIOL lan thir X111 cua Dang;
K& hoach s6 158-KH/TU ngay 08/7/2019 ctia Ban Thudng vu Tinh ty thue hién
Nghi quyét s6 35-NQ/TW cua Bo Chinh tri; Ké hoach sé 184-KH/TU ngay
18/02/2020 cta Tinh iy Thanh Héa vé viée Ung dung Cong nghé théng tin phuc
vu Dai hoi Pang céac cip va Dai hoi Dai biéu Pang bg tinh lan thir XIX, nhiém
ky 2020-2025; UBND tinh ban hanh Ké hoach thuc hién cong tac bao dam an
toan, an ninh thong tin mang phuc vu Dai héi Dang cac cép va Dai hdi Dai bi¢u
Dang bo tinh lan thir XIX, nhiém ky 2020 - 2025, cu thé nhu sau:

L. MUC PICH, YEU CAU

1. Muc dich

- Nang cao nhan thirc cua cac Cép, cac nganh va moi tang l6p nhan dan vé
vi tri, y nghia, tim quan trong cua cong tac dam bao an toan, an ninh thong tin
mang phuc vu dai héi dang bo cac cdp tién tdi Dai hoi Pang bo tinh lan tha XIX.

- Bao dam an toan, an ninh thong tin cho cac hé thong théng tin hoat dong
théng sudt, thuong xuyén, lién tuc 24/24, trong dé tap trung bao dam cho cic hé
théng thong tin quan trong phuc vu Pai hdi Pang b cac cfip trén dia ban tinh,
¢6 kha ning thich ing mot cach chu dong, linh hoat va giam thiéu cic nguy co,
de doa mét an toan, an ninh théng tin trén mang; san sang cac giai phap phong
ngira va (mg pho khi ¢ su ¢ vé an toan théng tin mang.

- Chu dong ngan chan, xu ly, g& bo, triét pha tin gia, thong tin sai sy thdt,
xdu doc trén khong gian mang. Nang cao ning luc cho co quan chuyén trach vé
an toan thong tin va mang ludi ing ciru su ¢d an toan thong tin mang cua ¢ac co
quan nha nudc trén dia ban tinh.,

2. Yéu ciiu

- Thong qua cac hoat dong bao dam an toan, an ninh thong tin mang gop
phan chu dong trong cong tac bao dam an toan, an ninh thong tin mang phuc vu
Dai hoi Pang bo cac cap.



- Can ¢6 su phoi hop chit ché gitra cac so, ban, nganh, dia phuong, doanh
nghiép nhiam phat huy sirc manh tong hop cac luc lugng tham gia vao cong tac
bao dam an toan, an ninh thong tin mang trén dia ban tinh.

- Thuong xuyén trao doi théng tin, chia sé kinh nghiém trong cong tac dam
bao an toan thong tin gilra cac co quan, don vi trén dia ban tinh.

II. NOI DUNG KE HOACH

1. Tuyén truyén, ning cao nhiin thie vé an toan thong tin mang

- Tang cuong cong tac pho bién, quén triét, trién khai thuc hién nghiém tac
cac nghi quyét, chi thi cia Pang, chinh sach, phéap luat ctia nha nudc va cac chi dao
cua UBND tinh vé an toan, an ninh thong tin mang va bao vé bi mét nha nudc.

- Day manh cong tic tuyén truyén trén cac phuong tién thong tin dai
chiing, dac biét la trén nén tang cong nghé thong tin vé an toan, an ninh thong
tin mang. Thong tin nhimg am muu, thu doan cua cac thé luc thu dich va toi
pham mang trén khong gian mang cho can bd, dang vién va nhan déan hiéu ro.
Kip thoi cung cap thong tin chinh théng dén can bd dang vién va nhan dan, nhét
la khi dién ra Pai hoi Pang bo cac cép.

- T6 chiic cic chuong trinh dao tao ning cao nhan thice va ky niang dam
bao an toan, an ninh thong tin mang, nhan dién thong tin xdu doc trén khong
gian mang cho can bg, cong chuc, vién chue.

Don vi chu tri: S& Théng tin va Truyén thong.

Pon vi phéi hop: Cac so, ban, nganh; UBND cép huyén; cac don vi ¢o
lién quan.

Thoi gian: Tir thang 03 nam 2020 dén hét Pai hoi Dang toan qudc lan tha XII1.

2. Danh gia cic nguy co, sw ¢b an toan thong tin mang

- Banh gia hién trang va kha nang bao dam an toan, an ninh théng tin
mang cta céc hé thong thong tin va cac ddi tugng quan trong can bao vé; danh
gia, du bdo cac nguy co, su cb, tan cong mang co thé xay ra véi cac hé thdng
thong tin quan trong; danh gid, du bao cac hau qua, thiét hai, tac dong c6 thé ¢o
néu xay ra su cd.

- Ra sodt, tham dinh phan loai cdp do an toan thong tin mang cho céc hé
thong thong tin cua tinh, nganh va cac dja phuong trong tinh.

- Dénh gid, ra sodt viéc trién khai va xay dung ké hoach tmg pho sy ¢ an
toan thong tin mang; phuong dn bao dam an toan thong tin theo cap do ddi voi
cdc hé thong thong tin cua céc co quan, don vi, doanh nghiép.

- Kiém tra, ra soat céc 16 hong bio mat, an toan thong tin trén Cong/Trang
théng tin dién tir cua cac co quan nha nudc trén dia ban tinh; phdi hop trién khai
trong cac co quan Dang; xay dung cic giai phap va t6 chie khic phuc 13 hong,
diém yéu ¢6 rui ro gay mat an toan thong tin.



- Trién khdl cac }:.ldl phip dam bao an toan théng tin theo cap do cho cic
dich vu cung cap trén Cong thong tin dién tur tinh, (ong Trang thoné tin dién tu
cua cac co quan nha nudc; Cong dich vu cong truc tu_\en, hé thong thu dién
ctia tinh; phin mém quan ly diéu hanh; hé théng mot cira dién tr cua cac co
quan nha nuoc.

Don vi chu tri: So Thong tin va Truyén thong.

Don vi phdi hop: Céac so, ban, nganh; UBND cip huyén; cac don vi ¢o
lién quan.

Thoi gian: T Quy I ndam 2020 dén hét Dai hoi Pang toan qudc lan thir XI11.

3. T6 chire ra soat, phat hién, xi Iy tin gia, thong tin sai su thit, xiu
doc trén Internet, mang xa hoi

Xdy dung cac noi dung, nhiém vu cu thé can trién khai nham to chirc ra
soat, phat hién sém va trién khai xur ly thong tin gia, théng tin sai su that, xau
doc trén Internet, mang xa hoi. Dac biét la cac thong tin ¢6 ndi dung xuyén tac
cac du thao van kién, chtf)ng pha dai hoi dang cac C'flp, Dai hoi dai biéu Dang bo
tinh lan thir XIX, cu thé:

- Ra sodt, thiét lap trang mang xa hoi cua cac co quan, don vi kip thoi
cung cép thong tin chi dao, diéu hanh cua chinh quyén cic cap va quang ba hinh
anh cac co quan, don vi trén dia ban tinh; dang tai thong tin chinh théng, phan
bic cic thong tin xuyén tac, khong dung su that vé don vi, dia phuong. Dinh ky
tong hop danh séch céac trang thong tin dién t, tai khoan mang xa hoi dang tai,
phat tan, chia dung nhiéu tin gia, théng tin sai su that, xdu doc o lién quan dé
phéi hop xu ly theo quy dinh cua phap luat.

- Bau tu trang thiét bi, ap dung trién khai cédc bién phap k¥ thudt, cong cu
phin mém dé tong hop, nim bit sém cac thong tin vé Thanh Hoa trén khong
gian mang, dac biét la mang xa hoi.

- Phéi hop voi cac co quan chire ning cua Trung uong, cla tinh dé triét
phé, xtr ly, g& bo céc trang thong tin sai su thit, xau doc trén Internet, mang xa
hoi; xu ly cac ca nhan, t6 chuec vi pham; tang cuong lan toa thong tin tich cuc,
han ché thong tin tiéu cyre.

Pon vj chu tri: So Thong tin va Truyén thong; Cong An tinh; Bo Chi huy
Quan su tinh.

Pon vi phdi hgp: Céc so, ban, nganh; UBND cép huyén; cac don vi ¢6
lién quan.

Thoi gian: Tir Quy I ndm 2020 dén hét Pai hoi Dang toan qudc lan tha X111

4. Trién khai dién tip, tng pho sw ¢6 an toan thong tin mang

Xay dung cac ndi dung, nhiém vy cu thé can trién khai nham phong ngura
su ¢, giam sat phat hién, hudn luyén, dién tap, bao dam céc diéu kién sin sang
d6i phd, ung ctru, khic phuc su cd; cu thé nhu sau:

lad



a) Cac ngi dung, nhiém vu nhim bao dam céc diéu kién san sang doi pho,
(mg ctru, khac phuc su cd.

Trang bi, nang cdp cac trang thiét bi, cong cu, phuong tién, gia han ban
quyén phan mém phuc vy tmg ctru, xtr Iy su ¢6; chudn bi cac diéu kién bao dam,
dyu phong cic nguodn luc dé sin sang ddi pho, tmg ctru, khic phuc khi sur ¢6 xay
ra; thanh 1ap va t6 chire hoat dong cua doi, to ing cuu sy ¢d; 6 chire va tham gia
cac hoat dong cua mang ludi g ctru su cd.

Pon vi chu tri: S& Théng tin va Truyén thong; cac so, ban, nganh; UBND
cip huyén; Doi mg ctru sur ¢ an toan théng tin mang cua tinh.

Pon vi phéi hop: Cuc An toan thong tin mang; cac don vi chiic nang lién quan.

Thot gian: Quy I nam 2020.

b) Cac ndi dung, nhiém vu nham phong ngura sur co va phat hién som su ¢

Giam sat, phat hién som cac nguy co, su ¢d; thiét 1ap cac hé thong thong
tin dé hinh thanh mang ludi lién lac chia seé thong tin su co; nghién ctru, phan
tich, xac minh, canh bao su c6, nguy co vé an toan théng tin mang; xay dung, ap
dung quy trinh, quy dinh bao dam an toan thong tin mang.

Pon vi chu tri: S Thong tin va Truyén théng; cac so, ban, nganh; UBND
cap huyén; Dai tmg ctru su ¢b an toan thong tin mang cua tinh.

Pon vi phdi hop: Cuc An toan thong tin mang; cac don vi chirc ning lién quan.

Thoi gian: Tir Quy I nam 2020 dén hét Pai hoi Pang toan qudc lan thir X111,

¢) Trién khai cic chuong trinh hudn luyén, dién tap

Huén luyén, dién tdp cac phuong an déi pho, img ciru su ¢ tuong g
céc kich ban, tinh huéng su ¢d cu thé gin lién vai viée bao dam an toan thong
tin cho cac hé théng thong tin phuc vu dai hoi dang cac cép.

Don vi chu tri: So Thong tin va Truyén thong; Doi tmg ctru sur ¢d an toan
thong tin mang cua tinh.

Pon vi phéi hop: cac so, ban, nganh; UBND cap huyén; cic don vi lién quan.

Thoi gian: Quy I, II ndim 2020.

5. Ting cwong cong tac kiém tra, chan chinh, xw Iy vi pham vé an
toan, an ninh thong tin mang

Tang cuong quan ly dbi voi cac loai hinh thong tin trén mang, dic biét la
hoat dong cua mang xa hoi, trang thong tin dién tu, blog va cac dai ly Internet.
Kiém tra xtr 1y cac vi pham trong linh vuc thong tin dién ti, cong tac dam bao
an toan, an ninh thong tin mang.

111. KINH PHI THU'C HIEN
Kinh phi thue hién dugce sir dung tir nguon chi thuong xuyén da giao trong
du toan cua cac don vi.



IV. TO CHUC THUC HIEN

1. So' Thong tin va Truyén thong

- Chi dao, hudng dan cac co quan bao chi cua tinh, vin phong dai dién,
phong vién thuong tra cua cac bao chi Trung vong thuong tri trén dia ban, cac
trang thong tin dién tu cua cac nganh, dia phuong, don vi, hé thf)ng lruyén thanh
cap huyén, cap xa day manh tuyén truyén vé dam bdo an toan, an ninh théng tin
mang; mo cac chuyén trang chuyén muc tuyén truyén vé an toan, an ninh thong
tin mang.

- Hudng din cée co quan, don vi trién khai cac nhiém vu, giai phap dam
bao an toan, an ninh thong tin mang.

- T6 chte cac hoi nghi, hdi thao chuyén dé tuyén truyén nang cao nhén thic
vé an toan, an ninh thong tin mang; cac lop tap huan, huan luyén, dién tap nang cao
chuyén mon nghiép vu, kién thirc vé an toan, an ninh thong tin mang cho déi ngi
can b tryc tiép lam cong tac dam bdo an toan, an ninh thong tin mang,

- Chi tri phdi hop véi céc co quan, don vi lién quan trong viée ra sodt,
tham dinh c¢dp do an toan thong tin cho céc hé thong thong tin cua tinh.

- Chu tri phdi hop véi Cong an tinh t6 chire danh gia mue do an toan, sin
sang cua cac hé thong dam bao an toan, an ninh théng tin mang trong cic co
quan don vi va doanh nghiép trén dia ban.

- Chu tri phéi hop voi cac co quan chuce ning cua Trung wong, cua tinh dé
triét pha, xur 1y, g& bo céc trang thong tin sai sy that, xdu doc trén Internet, mang
xa hoi trong qua trinh t6 chie Pai hoi Pang céc cép.

- Thanh tra, kiém tra va xu 1y vi pham ddi v6i céc t chire, ca nhan vi
pham quy dinh vé dam bao an toan, an ninh thong tin mang.

- Bdo cdo dinh ky hang thang, bao cdo dot xuat UBND tinh cong tic bao
an toan, an ninh thong tin mang trén dia ban va phuong an khic phuc céc su ¢6
mat an toan.

2. Cong an tinh, B6 Chi huy quan sy tinh

- Chu dong quan ly, kiém sodt, phat hién, phong ngtra, ngan chin, dau
tranh chéng 4m muu, hoat dong loi dung hé théng thong tin, mang Interrnet gay
phuong hai dén an ninh qudc gia, trat tu an toan xa hoi va loi ich ctia cong dan.

- Ap dung cac bién phap nghiép vu ndm tinh hinh hoat dong chéng phd
cta céc thé lue thu dich, phan dong, co hoi chinh tri trén khong gian mang; phat
hién, xur Iy nghiém cac hanh vi gdy anh hudng nghiém trong dén cong trinh an
ninh quoc gia, cong trinh thong tin trong yéu cua tinh.

3. So Tai chinh

Tham muu cho UBND tinh xem xét, b tri kinh phi dé trién khai thuc
hién cac ndi dung Ké hoach pht hop véi kha nang can déi ngan sach dia
phuong, theo qui dinh hién hanh. Hudng dan cac don vi, dia phuong quan ly va
st dung kinh phi theo quy dinh hién hanh.



4. Cic doanh nghiép cung ciap ha ting thong tin

- Chu dong phuong 4n bao vé ha tang thong tin quan trong; trién khai cac
hé théng ky thudt, nghi¢p vu bao dam an toan, an ninh thong tin mang.

- BO tri mat bang, cong két ndi va cac diéu kién ky thudt dé co quan quan
ly Nha nude ¢6 tham quyén thuc hién nhiém vu diéu phdi bao dam an toan, an
ninh thong tin mang khi can thiét.

- T6 chire phé bién, huéng din quy dinh dam bao an toan, an ninh thong
tin mang cho diém truy nhap Internet cong cong, quan ly chit ché sim dién thoai
theo quy dinh....

5. Cic s0, ban, nganh cip tinh; UBND ciip huyén

- Thuong xuyén tuyén truyén cho can bd, dang vién va nhan dan nang cao
nhén thire vé cong tac dam bao an toan, an ninh thong tin mang; xay dung chuong
trinh, ké hoach, bd tri kinh phi phuc vu cong tac dam bao an toan, an ninh thong
tin mang; chu dong trién khai céc giai phap dam bao an toan, khong dé xay ra 19,
lot bi mat Nha nude, théng tin n6i bo anh huong dén an ninh quc gia.

- Béo cdo dinh ky hang thang mot lan, dot xuat khi co sy ¢d mét an toan,
an ninh thong tin mang dé tong hop bdao cao UBND tinh (qua So Thong tin va
Truyén thong) vé cong tac dam bao an toan, an ninh thong tin mang.

Trong qué trinh trién khai thuc hién K& hoach, néu ¢6 vudng miéc, cic co
quan, don vi phan anh vé S¢ Thong tin va Truyén thong dé tdng hop, bdo cio
UBND tinh xem xét, quyét dinh./.

Noi nhin: KT. CHU TIC
- BO TT&TT (dé ble): PHO CHU T
- TTr Tinh uy, HDND (dé b/c); ’
- CT va cac PCT UBND tinh (dé b/c):;

- Cdce s0. ban, nganh cap tinh;

- UBND cic huyé¢n, TX, TP:

- Cac doanh nghi¢p CNTT-VT trong tinh;
- Cong TTOT tinh;

- L VT, QLCTTDT.

an Liém
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